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Background (1/2)

» nsec3-guidance is going to be a BCP RFC
soon

- https://datatracker.ietf.org/doc/draft-ietf-dnsop-

nsec3-guidance/

— For more technical background, please refer to
Viktor Dukhovni’ s talk at ICANN70 DNSSEC and
Security Workshop

- NSEC3 Iterations etc. High Counts and opt-out
considered harmful, avoid fixed salt

JPRS
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Background (2/2)

- hsec3-guidance affects both zone publishers
(authoritative DNS side) and DNSSEC validator
operators (full resolver side), but timing of
when they will follow nsec3-guidance may
differ

* Due to the timing difference, possibility of
name resolution failure of TLDs (large
outages) is highly concerned
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Objective of this talk

- Explain possibility of the large outages at
TLDs and propose some mitigations

- Aiming smooth deployment of nsec3-
guidance
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Key points of nhsec3-guidance (1/3)

 Premise

- nsec3-guidance indicates that using iteration
count larger than O is less effective and possible
security threat (can be a cause of DoS attack)
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Key points of nsec3-guidance (2/3)

- Best-practice for Zone Publishers

- If NSEC3 must be used, then an /terations count of
0 MUST be used to alleviate computational burdens

- The recommended NSEC3 parameters are:

; SHA-1, no extra iterations, empty salt:

N ~

-
bcp.example. IN NSEC3PARAM 1 0 @ -

- The use of opt-out based NSEC3 records is NOT
RECOMMENDED except for very large and sparsely
sighed zones
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Key points of nsec3-guidance (3/3)

- Recommendation for Validating Resolvers

- Validating resolvers MAY return an insecure
response to their clients when processing NSEC3
records with iterations larger than O

- Validating resolvers MAY also return a SERVFAIL
response when processing NSECZ3 records with
[terations larger than O
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Impacts to TLDs using NSEC3 (1/2)

- DNS name resolution of TLDs who using
NSEC3 with iteration count larger than O may
be resulted in insecure or SERVFAIL someday
after the publication of nsec3-guidance BCP
RFC

- Major DNS software/service developers are
favorable to nsec3-guidance, therefore,
default setting for DNSSEC validator will
follow the BCP in the future
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Impacts to TLDs using NSEC3 (2/2)

- Especially, when large public DNS resolver
services started to follow BCP, TLDs not
following the BCP will be possible to become
unresolvable globally (fear of large outage!)

- IT this happened, customer support of ISPs
will be overflow by claims from the end users

- And therefore validator operators will put the
TLDs in NTA permanently, THAT IS NEGATIVE

PRACTICE FOR DNSSEC DEPLOYMENT
— Recovery from this practice is very hard
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How many TLDs will be affected?
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https://observatory.research.icann.org/tld-apex-history/table/

Proposal for avoiding large '™®

outage at TLDs (1/3)

- At TLD side

— Change the NSEC3 parameters to recommended
value of nsec3-guidance ASAP prior or soon after
the publication of nsec3-guidance BCP RFC

- At least, iteration count to O and empty salt

- Completion of changes is desirable within a half
year after the BCP RFC publication

ICANN74 DNSSEC and Security Workshop Copyright © 2022 Japan Registry Services Co., Ltd. 11 |



Proposal for avoiding large '™®

outage at TLDs (2/3)

- At validator (full resolver) side

- Prepare a certain graceful period before changing
the treatment of name resolution for iteration
count larger than O to insecure or SERVFAIL

- At least, prepare a half year graceful period after the
BCP RFC publication
- IT willing to change to SERVFAIL, staged approach that

change to insecure first for a certain period and then
change to SERVFAIL is preferable
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Proposal for avoiding large '™®

outage at TLDs (3/3)

- At DNS community side

- Let have a global consensus regarding to a certain
graceful period prior to validator side’ s changes

- How about deciding a global target date?

- I'm not sure if the next DNS Flag Day target and date
are decided already, but this would be a good candidate,
wouldn’t it?

Past DNS Flag Day information is available at
https://dnsflagday.net/2020/
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Your suggestions are
very welcome!
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