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DNSSEC Validation

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7

Roughly 30 - 32%

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7


https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0


Observed DS Record Count Growth

https://stats.dnssec-tools.org/

https://stats.dnssec-tools.org/


Domains with signed MX and DANE records

https://stats.dnssec-tools.org/

http://stats.dnssec-tools.org/


RPKI Global IPv4 Prefixes

https://rpki-monitor.antd.nist.gov/



RPKI Covered IPv4 Prefixes by RIR

https://certification-stats.ripe.net/
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ccTLD DNSSEC Deployment Status



ccTLD DNSSEC Status  2022-06-13

2 Africa

Europe4

North America

Latin America/
Caribbean islands

Asia/Australia/ 
Pacific

Experimental (9)
Announced (4)
Partial (1)
DS in Root (59) 
Operational (78)
DS Automation (7)

.RW signed 2022-05-13



Questions & Answers

DNSSEC Resources
www.dnssec-tools.org
stats.dnssec-tools.org
stats.labs.apnic.net/dnssec

RPKI Resources
rpki-monitor.antd.nist.gov
certification-stats.ripe.net
www.securerouting.net
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DNSSEC Deployment Maps

• 2009 – Shinkuro, Inc, begins collecting data, 
creates database, mapping system

• Maps began to be included in DNSSEC 
Workshops at ICANN meetings

• Included historical data, as well as future 
predictions based on announcements or 
presentations

• Mailed out weekly



Five Initial Deployment States

• Deployment states:

14

Experimental – Internal experiments

Announced – Public commitment to deploy

Partial – Zone is signed but not in operation

DS in Root
Operational – Accepting signed delegations



Information Reliability

• Inside the database, information reliability 
tracked with states:
– Hearsay
– Pretty Good
– Authoritative Speech
– Factual Observation



DNSSEC Deployment Maps

• 2009 – Shinkuro, Inc, begins collecting data, creates database, mapping 
system

• 2014 – Internet Society assumes responsibility as part of its Deploy360 
Programme
– 2016 – stopped generating forward-looking maps
– 2020 – maps promoted as part of “Open Standards Everywhere” project

• 2019 – ICANN decides as of ICANN 65 we can no longer display maps with 
country borders in the actual workshop (maps continue to be distributed 
via email and posted to Internet Society web site)

• 2021 – Internet Society adds sixth state “DS Automation” 
– Announced at ICANN 70 – March 2021



Adding DS Automation

• Current deployment states:
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Experimental – Internal experiments

Announced – Public commitment to deploy

Partial – Zone is signed but not in operation

DS in Root
Operational – Accepting signed delegations

DS Automation – Automating DS record updates



DNSSEC Deployment Maps - Future

• 2009 – Shinkuro, Inc, begins collecting data, 
creates database, mapping system

• 2014 – Internet Society assumes responsibility as 
part of its Deploy360 Programme

• 2022 – George Mason University will assume 
responsibility for the deployment maps
– More information to follow later this year as the 

transfer of operations occurs
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Thank You

d


